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Innehallsforteckning

© Introduktion till NAT

@ Brist pa adresser
@ |Pv6
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Adresstilldelning

@ IANA (Internet Assigned Numbers Authority)
@ IP adresser och Autonomous System numbers

o Tilldelar ip adresser till de regionala internet organisationerna.
APNIC (Asia-Pacific Network Information Centre)

AfriNIC (African Network Information Centre)

ARIN (American Registry for Internet Numbers)

LACNIC (Latin-America and Caribbean Network Information Centre)
RIPE (Réseaux IP Européens, European IP Networks)
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Il AfriNIC
Il APNIC
Il ARIN
[l LACNIC
RIPE NCC

Figur: Regional Internet Registries [3]

Lennart Franked (MIUN IKS) Natverksteknik B - Network Address Translat 21 oktober 2020 4 /34



Internet Systems Consortium Domain Survey — 2013

Internet Domain Survey Host Count
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Internet Systems Consortium Domain Survey — 2019
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Figur: Tillvixt pd internet [2]
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Tillgangliga IP adresser — 2020

Tabell: Projicerade datum for uttémning av adresser [1]

RIR Projected date (exhaust) Remaining address spaces (/8) (today 2020)
(Autumn 2019)

APNIC 2011-04-19 0.2473 0.2043

RIPE 2012-09-14 0.3984 0.0204

LACNIC 2014-06-10 0.0964 0.0429

ARIN 2015-09-24 0.002 0.0002

AFRINIC 2019-07-05 0.4384 0.1213

IANA tilldelade sin sista pool med adresser 2011-02-03.
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Projektion 2015

RIR IPv4 Address Run-Down Model
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Figur: Projection of consumption of Remaining RIR Address Pools [1]
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Projektion 2020

RIR IPvd Address Run-Down Model
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Figur: Projection of consumption of Remaining RIR Address Pools [1]
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NAT
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Native Address Translation

NAT

o Tillater oss att anvianda privata IP adresses for enbart lokala natverk.
@ Skapar ett behov av enbart ett fatal publika ip-adresser.

NAT Ti

Private A to Public A
Corporate Stub Network: Only one | NAT enabled border router

exit to the outside S0//0  209.165.200.224 /27,

=95 209.165.200.225 /27 $>

><
Public Address Space

P
~s000
Private Address Space 10.1.1.2/30

S0/0/1
10.2.2.1/30

S0/0/1
10.2.2.2/30

192.168.10.10 /24

192.168.11.10 /24

192.168.30.10 /24

Figur: NAT [5]
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NAT Addresses
NAT Table

@ Inside Local Address — Den lokala IP adressen fran avsandaren.

@ Inside Global Address — Den publika IP adressen som denna host blivit
tilldelad.

@ Outside Global Address — Den publika adress for mottagaren.

How NAT Works

209.165.200.226

NAT Table
\Web!
[Senver

Inside Local Inside Global Outside Global
Address Address Address

192.168.10.10 209.166.200.226 209.165.201.1

209.165.201.1

192.168.10.10

Figur: NAT adresstyper|[5]
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NAT IP Mapping

Dynamisk IP Mappning
@ Dynamisk IP Mappning har en pool av ‘inside global addresses’.

@ Dessa tilldelas utifrén en ‘first-come-first-served’ hantering.

Statisk IP Mappning
@ Anvander en en-till-en mappning mellan lokal och global adress.

@ Anviandningsomradet ar for servrar som maste konstant vara
tillgangliga mot utsidan.
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Port Address Translation (PAT)
PAT
e NAT Overload

@ Vanligtvis anvdant om enbart ett fatal publika ip-adresser(inside
global) ar tillgdngliga.

@ Anvander L4 adresser for att koppla inside local till outside global.

NAT Overload

Inside

Outside

192.168.10.10 209.165.201.1

Internet

209.165.202.129
192.168.10.11

NAT Table with Overload

192.168.10.10:1555 209.165.200.226:1555 209.165.201.1:80 209.165.201.1:80

Inside Local IP Address Inside Global IP Address Outside Global IP Address  Outside Local IP Address
192.168.10.11:1331 209.165.200.226:1331 209.165.202.129:80 209.165.202.129:80

Figur: Syfte[5]
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Fordelar och nackdelar med NAT

Fordelar [5]

@ Bevarar de befintliga registrerade adressrymderna.

@ Utdver flexibiliteten av anslutningar mot det publika n3tverket.

@ Skapar en konsistent intern adressplanering.
o Sikerhet.

Nackdelar [5]
o Forsamrad prestanda.
@ Bristande ‘End-to-end’ funktionalitet.
o Forlorad sparbarhet.
@ Komplicerat att f3 till tunnling.
@ TCP-anslutningar kan bli stérda.
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Carrier-Grade Network Address Translation

CGNAT N(/:\'IP'éA / - -
o Tillater en internetleverantor att (e e Y e s3oe
anvanda NAT, s att flera av s

deras abbonenter delar samma

‘Inside Global IP’.

e RFC6598 har tilldelat
adressutrymmet 100.64.0.0/10

till CGNAT.

~__ CPE

¢ '»%Fé 1915\‘@
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IPv6

Brist p& IPv4 adresser
o IPv4 ger oss 232 adresser.
@ Dessa har nu blivit tilldelade internet registars.

o Overgangen har startat, men det gar extremt langsamt.

Lennart Franked (MIUN IKS) Natverksteknik B - Network Address Translat 21 oktober 2020 18 / 34



IPv6 6vergdngsmetoder

@ Dual stack

@ Manual Tunnel
@ 6to4 tunnel

o NAT-PT
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Dual stack

Dual stack
Kor bade IPv4 och IPv6 samtidigt och gradvis fasa ur IPv4.

Manual tunnel
Skapa en IPv6-over-IPv4 tunnel.

Dynamic 6to4 tunneling

Automatiskt skapa en tunnel till en ‘IPv6-6’. Paketen blir tilldelade en
godkand IPv6 adress for den 'on’.

Proxy

Tillater en router att dversatta mellan IPv4 och IPv6.
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Innehallsforteckning
© DHCP
@ Dynamiskt tilldela IPV6-adress
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Introduktion till DHCP

@ Dynamic Host Configuration Protocol
@ Protokoll och tjanst som dynamiskt tilldelar IP-adresser.

o Utover IP-adresser, kan DHCP ocks3 formedla annan kritisk
information for att en nod ska kunna anvanda nitverket.

DHCP Server DHCP Clent

Figur: DHCP [4]
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DHCP-utbyte

1 would e to request an

@ DHCP Discover
il o DHCP Offer
U — o DHCP Request
S S —— @ DHCP Acknowledgement

Figur: DHCP-utbyte

—_—

4]

Lennart Franked (MIUN IKS) Natverksteknik B - Network Address Translat 21 oktober 2020 23/ 34



Meddelandestrukturen

24
OP Code. Hardware Type
a
()

Hardware Address

32
Hops

Length, )
(4]

Transaction Identifier
‘Seconds - 2 bytes Flags - 2 bytes.
Client IP Address (CIADDR) - 4 bytes

Your IP Address (YIADDR) - 4 bytes

Server IP Address (SIADDR) - 4 bytes

Gateway IP Address (GIADDR) - 4 bytes

Client Hardware Address (CHADDR) - 16 bytes

Server Name (SNAME) - 64 bytes

Boot Filename - 128 bytes

DHCP Options - variable

Figur: DHCPv4 Meddelandestrukturen [4]
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DHCP Discover

DHCPva Client A e DHOPva Server
P72 192.168.1.254/2¢

Ethemet Frame » uop DHCPDISCOVER
CIADDR: 0.0.0.0
FRFFFRFRFEFE 0 0 IADDR: 0,0.0.0
AC: MAC A 1P DST: 25 Mask: 0.0,

‘CHADDR: M

The a 0 ths exsmple,
is on the same segment and wil pick up this request. The server notes the GIADDR field i blank;
therefore, the clint is on the same segmen. The server also notes the harcware address of the dlient in
the request packet

Figur: DHCPv4 Discover [4]
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DHCP Offer

DHCPv4 Client A B DHCPv4 Server
P22 192.168.1.254/24

Ethernet Frame » uop DHCP Reply

DSTMAC: MACA P SRC: 192.168.1.254
SRC MAC: MAC Serv. 1P DST: 192.168.1.10

‘GIADDR: Gateway IP Addres
CHADDR: Client Hardware Addre:

The DHCP server picks an IP address from the available pool for that segment, as well as the other
segment and global parameters. The DHCP server puts the Into the appropriate fields of the DHCP
packet. The DHCP server then uses the hardware address of A (in CHADDR) to construct an appropriate.
frame to send back to the cliet.

Figur: DHCPv4 Offer [4]
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DHCP Relay
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so0/0 ([l sorort

192.168.10.0/24

DNS Server
192168115

DHCPuA

192.168.11.6

Figur: DHCPv4 Relay [4]
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DHCPv6

IPv6 kan dynamiskt tilldelas en adress utifrdn tvd metoder:

e SLAAC
e DHCPv6

» Stateful
» Stateless
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SLAAC

Stateless Address Autoconfiguration

@ Anvinder sig utav en kombination av ICMPv6 och automatisk
generering

. - 2

*Ineed an RA from the router” |

A “Here i a prefi,prefix-length, etc.”

‘After generating my Interface 1D, the prefi and prefx length | PV Global Uicast
will be used to create my IPu6 address.” Address

1o ths IPVS sdress already used?”

Figur: SLAAC [4]
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SLAAC attribut

e Managed Address Configuration (M)
@ Other configuration (O)

s ©

Router Advertisement

O

Figur: SLAAC options [4]
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Stateless DHCPv6

6&/:.

DHOPVS Server
Ten
Router Advertisement
Orroroms >

O

DHCPY8 operations

Figur: Stateless DHCPv6 [4]
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Stateful DHCPv6

[P coro

Router Saicitation o
Router Advertisement
O ”

DHCPYS Server

DHCPVE operations

Figur: Stateful DHCPv6 [4]
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Stateful DHCPv6
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AP0

DHOPVS Server
‘SLAAC Operations

Router Solicitation
—0 .

DHCPVE Operations
o SOLICIT To all DHOPVE Servers
ADVERTISE Unicast o

o REQUEST or INFORMATION-REQUEST Unicast

REPLY Unicast 0

Figur: Stateful DHCPv6 [4]
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