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Glosor

o Konvergeringstid
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Glosor

@ Distans vector
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Glosor

o Link-State
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Glosor

o IGP/EGP

Lennart Franked (MIUN IST)

Natverksteknik A - Introduktion till Wildcardr

m]

=



Wildcards

Wildcard maskar

@ Inverterad subniatmask.
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Wildcards

Wildcard maskar

@ '0’ innebar att motsvarande falt m3ste vara lika
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Wildcards

Wildcard maskar

@ '1" innebar att motsvarande falt ignoreras.
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Exempel
Wildcard maskar

Lennart Franked (MIUN IST)

Example 1

—

I LT L A
IP Address 192.168.1.1 11000000.10101000.00000001.00000001
Wildcard Mask | 0.0.0.0. 00000000.00000000.00000000.00000000
Result 192.168.1.1 11000000.10101000.00000001.00000001

Example 2
— Joeoma ey |
IP Address 192.168.1.1 11000000.10101000.00000001.00000001

Wildeard Mask | 255.255.255.255 11111111 11111111 11111111 11111111
Result 0.0.0.0 00000000.00000000.00000000.00000000

Example 3
IP Address 192.168.1.1 11000000.10101000.00000001.00000001
Wildcard Mask = 0.0.0.255 00000000.00000000.00000000.11111111
Result 192.168.1.0 11000000.10101000.00000001.00000000

Figur 1: Wildcard [1]
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Exempel Il
Wildcard maskar

Example 1
ary
IP Address 192.168.16.0 11000000.10101000.00010000.00000000
Wildcard Mask | 0.0.15.255 00000000.00000000.00001111.11111111
Result Range 192.168.16.0 11000000.10101000.00010000.00000000
to to

192.168.31.255 11000000.10101000.00011111.11111111

Example 2

. |Decimal _____|Binay |
IP Address 192.168.1.0 11000000.10101000.00000001.00000000
Wildcard Mask | 0.0.254.255 00000000.00000000.11111110.11111111
Result 192.168.1.0 11000000.10101000.00000001.00000000

All odd numbered subnets in the 192.168.0.0 major network

Figur 2: Wildcard [1]
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Wildcard maskar

Berdkna Wildcard utifr&n subnetmask

Berdknas enkelt genom att subtrahera subndtmask frén 255.255.255.255
Example 1

255 .255 .255.255

Example 2

255 .255.255.255

Example 3 = Dac
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Exempel IlI
Wildcard maskar

Example 1

Wildcard Mask:
Example 2
» 0.0.0.0 255.255.255.255
ignores all address bits
* Abbreviate expression with
the keyword any
Wildcard Mask:

Lennart Franked (MIUN IS

192.168.10.10 0.0.0.0 matches
all of the address bits
Abbreviate this wildcard mask
using the IP address preceded
by the keywordhost (host
192.168.10.10)

192.168.10.10
G.O,G.GJ

(Match All Bits)

0.0.0.0

(lgnore All Bits)

Figur 4: Wildcard [1]
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Wildcardmaskar

Till skillnad fr&n subndtmaskar maste de inte bestd utav en kontinuerlig
strang '0" eller '1".

Exempel p& godkanda wildcardmaskar

00001100.00000000.011111011.11111111
11111111.00001000.011011011.11110111
11111111.11111111.111111111.11111111
00000000.00000000.000000000.00000000
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Rikneexempel
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Lennart Franked (MIUN IST

ACL

Access Control List

Internet

No video to S1
No access to
82 for 81

HR Subnet
172.17.0.0/20

No updates

No FTI

No web

Figur 5: Access Control Lists [1]
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ACL Il

Access Control List

ACL Anvandningsomraden

o Begransa natverkstrafik.
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ACL Il

Access Control List

ACL Anvandningsomraden

o Forse flodeskontrol.
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ACL Il

Access Control List

ACL Anvandningsomraden

@ Grundldggande sikerhet.
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ACL Il

Access Control List

ACL Anvandningsomraden

@ Specificera adressrymder.
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TCP konversation
Access Control List

’ -
TCP SYN ~|"Let's talk."

"Sure, let's talk "| E | TCP 8YN/ACK
<«

TCP ACK E - |"Great, we have a connection.”

TCP Data "I need you to send me some data."

>

"Thanks, | received your request.” E | TGP ACK

"Here is the data you want." E | TCP Data

TCP ACK E ~|'Thanks. | received my data."

"l am finished and have no more data to send. 1% | TGP FIN

TCP FINJACK E < |"l am finished as well. Thanks."

"Thanks."| E _<| TCP ACK

Figur 6: TCP konversation [1]
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Paketfiltrering
Paketfiltrering

o Paketfiltrering / Statisk paketfiltrering
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Paketfiltrering

Paketfiltrering

o Paketfiltrering / Statisk paketfiltrering
» Analyserar paket utifrdn givna kriterier
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Paketfiltrering
Paketfiltrering

o Paketfiltrering / Statisk paketfiltrering

» Exempelvis IP, Port, Protokoll.
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Paketfiltrering
Paketfiltrering

@ ACL 3r en sekventiell lista dver regler som utvirderas.
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Paketfiltrering
Paketfiltrering

@ Access Control Entries
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Paketfiltrering
Paketfiltrering

@ Avslutas med en implicit 'Neka alla’.
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Paketfiltrering 1l

Paketfiltrering

Frame Header

Packet Filtering Example
(For example HDLG)

Packet
(IP Header)

Data Segment
(TCP Header)

From which

Data
network?

Network A
Network B

Asking for Port
80 services?

Asking for Port
80 services?

Lennart Franked (MIUN IST

Figur 7: Exempel [1]
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Placering Il

Paketfiltrering

Inbound ACL

Outbound ACL

An inbound ACL filters packets
coming into a specific interface and
before they are routed to the
outbound interface.

An outbound ACL filters packets
after being routed. regardless of
the inbound interface.

Figur 8: Inkommande och utgéende ACLer [1]
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Typer av ACLer

Standard ACL

Filtrerar enbart p& kalladressen.
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Typer av ACLer

Extended ACL
Filtrerar pa:
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Typer av ACLer

Extended ACL
Filtrerar pa:

o Kall och destinations |P-adress
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Typer av ACLer

Extended ACL
Filtrerar pa:

o Kall och destinations Port
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Typer av ACLer

Extended ACL
Filtrerar pa:

@ Protokolltyp
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Typer av ACLer

Numrerad ACL

Anger ACL med hjilp utav siffror
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Typer av ACLer

Numrerad ACL
Anger ACL med hjilp utav siffror

e 1-99, 1300-1999 Standard ACL
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Typer av ACLer

Numrerad ACL

Anger ACL med hjilp utav siffror

e 100-199, 2000-2699 Extended ACL
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Typer av ACLer

Namngiven ACL

Anger ACL med namn
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Typer av ACLer

Namngiven ACL
Anger ACL med namn

o Alfanumeriska tecken
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Typer av ACLer

Namngiven ACL
Anger ACL med namn

@ Versaler rekommenderat
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Typer av ACLer

Namngiven ACL
Anger ACL med namn

@ Ej punkt eller mellanslag
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Riktlinjer ACL

Paketfiltrering

o Placera ACL mellan ett internt och externt natverk.
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Riktlinjer ACL

Paketfiltrering

@ Placera ACL mellan tva interna natverk for at styra flodet mellan dem.
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Riktlinjer ACL I

Paketfiltrering

@ Skapa en ACL per protokoll.
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Riktlinjer ACL I

Paketfiltrering

@ Skapa en ACL per riktning.
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Riktlinjer ACL I

Paketfiltrering

@ Skapa en ACL per interface.
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Riktlinjer ACL IlI

Paketfiltrering

@ Skriv ner hur du vill att reglerna ska fungera.
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Riktlinjer ACL IlI

Paketfiltrering

@ Skriv ACL-kommandon i en textfil
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Riktlinjer ACL IlI

Paketfiltrering

@ Lagg in reglerna i enheten.
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Riktlinjer ACL IV
Paketfiltrering

Standard ACL

o Placeras s3 nara

destinationen som
mojligt.

Filters traffic from

192.168.10.0/24 to all

reachable
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Riktlinjer ACL V

Paketfiltrering

Extended ACL

Examines traffic from all
networks before exiting R1

@ Placeras s3 nara killan
som mojligt.
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Konfiguera ACL
Paketfiltrering

G0/
Incoming Packet Data Segment Data
eader (TCP Header) e
Asking for
192.168.10.107
Asking for

192.168.10.0
0.0.0.2557

Asking for
192.168.0.0
0.0.255.2557

Asking for
192.0.0.0
0.255.255.255%

Lennart Franked (MIUN IST

Implicit Deny

Figur 11: Intern logik [1]
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Intern logik
Paketfiltrering

Ordningen av regler

@ Regler kollas sekventiellt.

R1(config) #access-list 3 deny 192.168.10.0 0.0.0.255
R1 (config) #access-list 3 permit host 192.168.10.10
% Access rule can't be configured at higher sequence num as

it is part of the existing rule at sequence num 10
R1 (config) #

ACL 3: Host statement conflicts with previous range statement.

Figur 12: Konflikt [1]
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Intern logik
Paketfiltrering

Ordningen av regler

o Efter en traff s& kollas inte kvarvarande regler.

Rl (config) #access-list 3 deny 192.168.10.0 0.0.0.255

Rl (config) faccess-list 3 permit host 192.168.10.10

% Access rule can't be configured at higher sequence num as
it is part of the existing rule at sequence num 10

R1 (confiqg) #

ACL 3: Host statement conflicts with previous range statement.

Figur 12: Konflikt [1]
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Intern logik
Paketfiltrering

Ordningen av regler

@ Ordningen man lagger dem i ar darfor viktig.

Rl (config) #access-list 3 deny 192.168.10.0 0.0.0.255

Rl (config) faccess-list 3 permit host 192.168.10.10

% Access rule can't be configured at higher sequence num as
it is part of the existing rule at sequence num 10

R1 (confiqg) #

ACL 3: Host statement conflicts with previous range statement.

Figur 12: Konflikt [1]
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Intern logik Il
Paketfiltrering

Inkommande paket

@ Testas mot en existerande ACL fére paketet routas.

Lennart Franked (MIUN IST)

m]

Natverksteknik A - Introduktion till Wildcardr

=




Intern logik Il
Paketfiltrering

Inkommande paket

e Om ingen traff p& en 'permit'-regel sker en imlicit nekning.
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Intern logik Il
Paketfiltrering

Utgdende paket

@ Testas mot en existerande ACL efter paketet routas.
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Intern logik Il

Paketfiltrering

Utgdende paket

@ Saknas route, slangs paketen som vanligt.
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Intern logik Il

Paketfiltrering
Utgdende paket

@ Om ingen ACL finns skickas paketet vidare.
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Intern logik Il

Paketfiltrering

Utgdende paket

@ Finns ACL s3 testas paketet mot dessa regler.
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Intern logik IV
Paketfiltrering

Utgdende paket

o ACL arbetar p& lager 3.
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Intern logik IV
Paketfiltrering

Utgdende paket

@ Ingen kontroll sker forrdn paketet granskas pé lager 3.
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Intern logik IV

Paketfiltrering

Utgdende paket

Lager 1 -> Lager 3 -> Inkommande ACL -> Routing -> Utglende ACL
-> Vidarebefordra
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Intern logik V
Paketfiltrering

Standard ACL

o Kollar enbart p& kélladressen.
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Intern logik V
Paketfiltrering

Extended ACL
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Intern logik V
Paketfiltrering

Extended ACL
@ Kalladress
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Intern logik V
Paketfiltrering

Extended ACL

@ Killport
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Intern logik V
Paketfiltrering

Extended ACL

© Killprotokoll
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Intern logik V
Paketfiltrering

Extended ACL

@ Destinationsadress
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Intern logik V
Paketfiltrering

Extended ACL

© Destinationsport
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Intern logik V
Paketfiltrering

Extended ACL

@ Destinationsprotkoll
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Jamnforelse IPv4 ACL och IPv6 ACL

Enbart named extended.

Tre stora skillnader mellan dessa.

@ ipv6 traffic-filter istdllet for ip access-group
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Jamnforelse IPv4 ACL och IPv6 ACL

Enbart named extended.

Tre stora skillnader mellan dessa.

@ Inga wildcard maskar.
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Jamnforelse IPv4 ACL och IPv6 ACL

Enbart named extended.

Tre stora skillnader mellan dessa.

@ utdkat antal standard regler.
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Jamnforelse IPv4 ACL och IPv6 ACL

Enbart named extended.

Tre stora skillnader mellan dessa.

@ utodkat antal standard regler.
permit icmp any any nd-na
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Jamnforelse IPv4 ACL och IPv6 ACL

Enbart named extended.

Tre stora skillnader mellan dessa.

@ utodkat antal standard regler.

permit icmp any any nd-ns
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