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Lasanvisningar

kap 2].

Infor foreldsning fem bor ni ha last [5, kap 4, 5, 6 samt 9.1] alternativt |2,
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Borjade som en industristandard.
Forsta RFCerna for SNMP kom 1988 [4], [3] samt [1].
Ursprungligen framtaget for att dvervaka Internetkomponenter.

Anvands numera till att overvaka allt fran backbone-routrar till skrivare.
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SNMPv1

SNMPv1
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SNMP Organisationsmodell |

Tvalagersmodellen

SNMP SNMP
Manager Manager
SNMP
Manager | |
SNMPAgent
SNMPAgent

Network
Element

Network

Element

Figur: En manager, en agent [5]

Figur: Flera managers, en agent [5]
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SNMP Organisationsmodell Il

Tva stycken Managers kommunicerar sinsemellan.

SNMP
Manager

SNMP
Agent

|_{

SNMP
Manager

SNMP
Agent

SNMPAgent

Network
Element

SNMPAgent

Metwork
Element

Figur: Flera managers, flera
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SNMP Organisationsmodell I

Trelagersmodellen med RMON

SNMP
Manager
RMON
Probe
Managed
Objects

Figur: RMON [5]
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SNMP Organisationsmodell IV

Trelagersmodellen med RMON, Svervaka icke SNMP-kompatibla enheter.

SNMP
Manager
Proxy
Server
F 3
Non-SNMP SNMP
Managed Managed
Objects Objects

Figur: RMON [5]
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SNMP Administrativa modellen

SNMP Community.

o Kopplingen Manager och Agent kallas en Community.

@ Sikerheten i SNMPv1 ar baserad p3 en community profil.
@ Authentisering finns i agent och manager.

@ Community-namnet anges som en textstrang.

@ Agent och Manager méste tillhéra samma community for att
kommunicera.

Agent och manager kan tillh6ra flera communities.

WPl SPkags

At Soe et e

Figur: SNMP Community &verblick [5]
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SNMP Administrativa modellen Il

SNMP Community Profil.

@ Agenten har enbart tillgéng till en

delmang av MIB-tradet. T (2 | e
» Community MIB View : :

1
v [ [ [ [ an [ [we | e

e Varje Community har en
3tkomstmetod: L3s-Skriv.

1 1
w [ [ [ | e

e Community profilen: Community

Figur: SNMP Community Profile [5
MIB View + atkomstmetod. 'gu unity Profile [5]
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SNMP Administrativa modellen 111

@ Administrativa modellen 3r SNMPs access policy

@ Access policyn dr baserad p& Community och Community Profilen.
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SNMP Administrativa modellen 1V

SNMP Access Policy.

@ Manager tillhor Community 1 samt 2.

@ Agent 1 har enbart tillgdng till Community 1
@ Agent 2 har enbart tillgang till Community 2

(Comayholel N
L ~ O\ )
. ( comuigeie2 / Y

Figur: SNMP Access Policy [5]
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SNMP Administrativa modellen V

Overblick Administrativa modellen.

@ Manager 1 administrerar
community 1.

@ Manager 2 administrerar
community 2.

@ Manager 3 administrerar
community 1,2.

Figur: SNMP Administrativa modellen[5]
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Simple Network Management Protocol

SNMP har utvecklats och kommit i nya versioner sedan den férsta RFCen
publicerades.

@ SNMPv1 - Utvecklades som en kortsiktig 16sning.

@ SNMPv2 - Bryta sig loss fran OSl-standarden

@ SNMPv2c - Community-baserad sikerhet, defacto for v2.
@ SNMPv3 - Sikerhet lades till.
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SNMPv1 11

Fem SNMP PDU-typer maste vara implementerade i samtliga SNMP

versioner.

Lennart Franked email:lennart.franked@mi

GetRequest
GetNextRequest
GetResponse
SetRequest
Trap

» Generic
» Specific/Enterprise
» Time-stamp

SNMP
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SNMPv1 11

SNMP TRAP

@ Enterprise — System-Id av enheten.

Generic Trap Type — typ av trap

Time-Stamp — Tidsstimpel sedan agenten startades

Agent Address — agentens adress

°
@ Specific Trap Type — specifik trap
°
°

VarBind Name/Value — Objektskalaren

PDU
Type

Enterprise

Agent
Address

Generic
Trap Type

Specific
Trap Type

VarBind 1

Time-Stamp Name

VarBind 1
Value

VarBind n
Name

VarBind n
Value

Figur: SNMPv1 Trap PDU [5]
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SNMPv1 IV

Tabell: Generella traps

Generic-Trap Type Description

coldStart(0) SNMP-agenten startar, information kan vara dndrad
warmStart(1) SNMP-agenten startar, information oférandrad
linkDown(2) En lank har gétt ner

linkUp (2) En lank har gétt upp

authenticationFailure(4) Ej godkand authentisiering

egpNeigborLoss Koppling mot en EGP-enhet har tappats

enterprise Enterprise specifikt trapmedelande.
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SNMPv1 V

SNMP GET/Request PDU

@ RequestlD — Spéra meddelande.

@ Error Status — Felmeddelande.

@ Error Index — Ytterliggare information.
e VarBind Name — Objektnamn.

@ VarBind Value — Objektets virde.

PDU RequestiD Error Error WarBind 1 VarBind 1 WarBind n VarBind n
Type q Status Index Name Value Name Value

Figur: SNMP Get och SET PDU [5]
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SNMPv1 VI

SNMP GetRequest.

Venager
Process
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Figur: Get-Request [5]
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SNMPv1 VII

SNMP GetNextRequest.
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SNMPv1 VIII

MIB GetNextRequest himtar objekt utifrdn en lexikografisk ordning.
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Numerisk ordning Lexikografisk ordning
1 1

2 1118
3 115
9 126
15 15
22 2

34 22
115 250
126 2509
250 3
321 321
1118 34
2509 9

Tabell: Exempel, Numerisk mot Lexikografisk ordning [5]
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SNMPv1 IX

MIB GetNext

Lennart Franked email:lennart.franked@mi

SNMP

© O ©
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Figur: GetNextRequest [5]
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SNMPv1 X

MIB GetNextRequest meddelanden.

e G ) — A=
Poes o ———CeRegoe(A) — Praes.
- -
le— Gt )
et (5) -
le_ oo 1211) —_——
—
le—_ oo 1212)
—
le— Gt 1221)
—
le— O 1222)
—
le— G TE31)
—
le— o122
—
le— G (1)
GeRees(1)
Geegue(1o3cine B —
e )

Figur: GetNextRequest [5]
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SNMPv2

SNMPv2
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SNMPv2

Uppdateringar SNMPv2 mot SNMPv1

o Skicka data i bulk.

o Kommunikation direkt mellan tvd managers.

o Uppdaterad SMI, SMIv2.

@ Underlatta skapandet av nya datatyper.

@ Standardisera kompatibiliteten, krav p& funktionalitet.

@ Underlatta anvandningen utav tabeller for datapresentation.
o Utdkat MIB med tva grupper, security och snmpv2.

@ Mojliggdr anvandandet av andra transportprotokoll 3n UDP.

o Sikerhetsfunktioner implementerades ej, bordlades till v3.
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SNMPv2 11

SNMPV2 internet MIB.

security snmpv2
=) ©

Figur: férandringar under internet-gruppen [5]

Utokat antal objekt under System.
Sett 6ver SNMP-gruppen.
SNMPV2 tillagt.

Security lades till (ej anvand).
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SNMPv2 111

SNMPv2 Systemarkitekturen.

@ 7 typer av meddelanden.

@ Tva managers kan kommunicera direkt med varandra.
@ Report - meddelande, anvands ej.
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Figur: SNMPv2 arkitekturen [5]
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SNMPv2 IV

SNMPv2 PDU struktur
@ Samma PDU f6r samtliga meddelandetyper bortsett fran bulk.
@ Error-status satt till O eller ignoreras vid get, req, set.

@ Error anvinds vid svarspaketen.

PDU RequestiD Error Error VarBind 1 VarBind 1 VarBind n VarBind n
Type a status Index Name Value Name Value

Figur: SNMPv2 PDU [5]
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SNMPv2 V

SNMPv2 Felhantering.
@ | SNMPv1 returneras enbart variabler om error-status ar satt till 0.
e | SNMPV2 ignoreras variabelféltet(n) om error-status ar 0<.

@ Om error-status och error-index dr 0< ignoreras enbart berort virde och
ovriga variabler |dses in.

Lennart Franked email:lennart.franked@mi SNMP 25 november 2019 29/38


email: lennart.franked@miun.se

SNMPv2 VI

SNMP getBulk PDU strukturen.
@ Error status utbytt mot Non-repeaters.
o Error index utbytt mot Max repetitions.

@ Non-repeaters — anger hur ménga objekt som skall hdmtas enbart en
gang (for skaldrer).

@ Max repetitions — anger hur manga filt i en tabell som skall himtas.

PDU ReguestiD Non- Max VarBind 1 VarBind 1 VarBind n VarBind n
Type q Repeater | Repetitions |  Name Value Name Value

Figur: SNMPv2 getBulk PDU [5]
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SNMPv2 VII

Figur: MIB Trad [5]
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SNMPv2 VIII
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Figur: Himta data med GetNext [5]
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SNMPv2 IX
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Figur: Himta data med getBulk [5]
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SNMP X

Inform-Request
@ Skickas oombedd.
@ Svar skickas med ett SNMP Response.

PDU
Type

Error
Status

Ermor
Index

VarBindl
SysUpTime

Vargind 1
Value

VarBind 2
snmpTrapOID

VarBind n
Name

Var8ind n

Requestid Value

Figur: Inform-Request PDU [5]
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SNMP XI
SNMPv1 kompatibilitet - Tvasprékig manager.

Bligual Manager g
Profle

SNPvL SNVPv2
Inerpreter Inerpreter

ShVPvL ShVPv2
Agens Agents

Figur: Tvasprakig Manager [5]

Lennart Franked email:lennart.franked@mi SNMP 25 november 2019

35/38


email: lennart.franked@miun.se

SNMP XII

SNMPv1 kompatibilitet - Proxy.

SN2 Hanager

Proxy
Server

SNMPvL SNMPv2
Agents Agents

Figur: SNMPv1 Proxy [5]
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