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Introduction

The area of information security paces forward at high speed due to the constant
arms race between attackers and defenders. It is thus very important to continuously review and improve one’s security. If you do not, then your adversary is
the only one who will—and your adversary will not tell you about the findings.
There are also other reasons for having security. For instance, when enormous
amounts of information about people is collected into databases it is advisable to
oversee the protection of that information. Firstly for the organization holding
this information. Secondly, and more importantly, for the individual whose information is stored in such a database; e.g. the organization owning the database
might choose to change their “terms of service” and start using the information
in other ways—ways which might be unacceptable to the individual.
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Scope and Aim

The aims of this assignment is that you should deepen your knowledge of security
by making a short study in one of the areas in security.
After completing this assignment you should be able to:
– Use scientific methods to explore problems in the area.
– Read and understand the research literature in the area.
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Theory

The base theory of this assignment is the foundational knowledge in security.
Then you will also need to deepen your knowledge by looking into current research.
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Assignment

You are going to make a short study within the area of information security. The
area is chosen in corroboration with the tutor. The first thing you should do is to
find a proper set of research questions. For inspiration see the section “Research
Problems” in the end of each chapter in Anderson’s Security Engineering [1].
Other ideas for this project are the following:

Security in an organisation Agree with the head of security in some organisation and analyse the security in their organisation. This can be e.g. performing a social-engineering-based attack, some form of penetration testing,
or performing a gap analysis. This is a prestudy, but the methodology should
be very well worked out for a larger follow-up study. (Do not forget the research connection, e.g. methodology: why this study is best designed this
way.)
Advanced Persistent Threats Examine weaknesses in large systems which
are common in different organizations, then connect these into an APTscenario. This scenario should be well founded by documented vulnerabilities
and research.
Security usability An example study could look into increasing the usability
and security of e.g. payment systems. First look at the current usability and
security, then suggest improvements and methods to test these. The emphasis
should be on security: it must be more usable and at least as secure.
Applied security Improve a current product, or invent a new one, using research results from the area of information security. E.g. better privacy properties in streaming services [3]. Then your presentation will be a sales pitch
to your security-aware classmates—the focus must be on the security details.
Your report should then be usable for selling this product to a company for
further development and production.
Reproducible research Read and replicate “some cool paper”, e.g. [2]. Read
how they did it, then you do the same setup and show it off to the class.
You should present your insights, e.g.: how difficult this is to perform, what
is required to perform it. In summary, who is the adversary and what can
he or she do with this.
Once you have chosen a problem to focus on you start your work. Your results
must be scientifically founded. You have inspiration for your methodology from
experiences from earlier courses, but also from the methods presented in the
research papers. Remember to think about what you want to show, how to show
it and why this method shows this correctly.
Start writing the report directly from the start, it is usually much easier to
write the report while doing the work. Start by writing the introduction with
aims and what problem to solve. Then continue with the section on theory and
methodology as you work on developing how to answer your questions. After this
you can go ahead and do the actual work, then write the results and analyse
them. Finally discuss and conclude your findings in the last section of the report.
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Examination

Your study should result in a written academic report, and an oral presentation
of said report. The report must be handed-in in the course platform in PDF or
PostScript format, no other formats are accepted. You can find the timeslots for
presentations in the course schedule.

The report (and presentation) must provide the reader with a short overview
of the security field to illustrate wherein the treated topic belongs.
The assignment may be done in groups of up to two people. However, if the
project proposed is of proper size you may be excused from this limit. Talk to
the tutor and motivate well why you have to be a larger group.
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