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1 Introduction

As the popularity of the Web grows, and hence more applications are imple-
mented as Web applications, the importance of security in this area is ever
growing. Earlier, applications could be run locally and have all data stored on
the local hard-drive, thus it was only accessible to those with physical access
to the system. The move of these to the Web has totally changed this. Now,
everyone can access the system through a Web browser, and this makes private
data more vulnerable than before.

However, Web application security is, unfortunately, not that easy. It took
many years before Facebook started to use secure connections (HTTPS) for all
pages after logging in to their service [Sin11]. Before this, anyone who logged
in to their Facebook account could have their session hijacked by someone with
access to the same network, e.g. an open wireless network in a coffee shop.
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Kamkar [Kam10] showed how flaws in a long line of Web applications, the
Web interface of home-consumer routers among others, could be exploited for
a sophisticated attack. On top of that, there are countless other examples of
large Web applications which have had vulnerabilities, e.g.: Sony PlayStation
Network [Ley11; Hun11], Ubisofts Uplay [Tho13], Yahoo Voices [Bra12; Goo12;
Clu12], RockYou [Cub09] and Gawker [Gus10; Obe10].

2 Goals

The goals of this project are, that after completion you should be able to:

• state the most common attacks against Web applications.

• explain how these attacks work.

• apply methods for preventing these attacks in Web applications.

• audit application code to find vulnerabilities.

3 Reading Instructions

The main literature for the development of the project is the books by Goll-
mann [Gol11] and Anderson [And08], the documents from the OWASP project
[OWASP13; MKC08; ASVS14] and the papers by Komanduri et al. [Kom+11;
Sha+14]. Of course the same literature applies for the audit of a Web applica-
tion as well.

4 Assignment

The assignment consists of two parts. The first part is the development of a se-
cure Web application. The second part is to audit a Web application developed
by someone else, to find possible vulnerabilities or to verify its security.

4.1 Development of a Secure Web Application

You are to develop a system for handling user accounts and storage of user
data. This could for example be a prototype for an e-shopping Web site. The
functionality you are required to have are the following:

• The user must be able to create an account.

• A visitor must be able to visit the site without first registering, but of
course all functionality will not be available then.

• The users’ accounts must be assumed to store sensitive personal data, e.g.
address and bank account information.

• There should be a page where the user can view and edit his or her own
profile.
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• The users must be able to post comments which are readable for all, even
for visitors who are not signed in.

As long as the above criteria are fulfilled, you are free to include any other
functionality.

It is good practice to include security from the very beginning of develop-
ment. As such, it is recommended that the initial time of your project is spent
on setting up the environment (e.g. Web server, database server, etc.), and when
you have attended a few lectures or a workshop, then you start development.

Another important aspect is writing clear and well-structured code. This
makes reading the code much easier, this is beneficial for both yourself and
anyone else who, sooner or later, will have to read that code again. Code which
is easy to read, is often more secure – as it is easier to audit it for vulnerabilities.

4.2 Auditing a Web Application

In this part you should audit a Web application developed by someone else.
First try to use their application, get to know it, that will make reading the
code easier.

You are supposed to find all possible vulnerabilities in the given system.
Start with the risks in the OWASP Top 10 [OWASP13]. If you cannot find any
vulnerabilities, then take the approach of trying to argue for why there should
not be a vulnerability in the component you are currently examining.

In addition to the application source code, you will also have the developer’s
report available as support. But, do not let the report guide you astray, the
developer might think things are correct when they in fact are not.

5 Examination

This assignment may be done in groups of up to two students, both the develop-
ment and the audit. If you have this possibility, it is recommended that you do.
However, make sure to participate equally, the collaboration is for furthering
discussions and avoiding security mistakes, not to divide the work in half. The
examiner will choose one of you randomly to answer all questions during the
presentations.

5.1 The Project Report

For the examination of the Web application you will write a report. This report
is to be handed-in in the course platform, as well as handed to the auditor.
Ensure the following:

• You cover all theory required to understand the report.

• The report must contain a clear description of how you have secured your
developed Web application – and why that makes it secure.

• The report must be written using academic language, in either Swedish
or English, have correct references, and be in PDF-format.
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The report must be published for the audit before the deadline, see the
booking feature in the course platform for current date and time.

For a short guide on writing reports, see the University’s report guidelines in
[Mit12]. The methodology chapter is not necessary for this project, and you may
adjust the chapter titles a bit to better suit your needs. Remember, the emphasis
is on clarity and coherence. Read IEEE’s citation reference guide [Gra09] to get
your citations and references correct. The Writing Lab in the Pudue University
English Department provides a tutorial [Pai+13] on the matter as well.

The report must also include the project source code. However, do not
include all source code as text in the report, include it in an “executable” form
in separate files. You are, of course, still allowed to include snippets of your
code in the report to explain certain details.

5.2 The Audit

The auditor will thoroughly test the application and read the code to find
possible vulnerabilities. The auditor will write a short report which

• clearly summarizes the findings, either vulnerabilities or arguments for the
security of the different components, and

• is written using academic language, in either Swedish or English, have
correct references, and is in PDF-format.

You do not need to follow any particular template for this report, the emphasis
is on clarity.

The auditor will then prepare a short presentation of the project in general,
as well as his or her results from the audit report. A copy of the report must also
be handed to the developer before this presentation is held. The presentations
will be held at times specified in the course schedule. The developer must be
present and may complement the auditor’s presentation.

The presentation should take no longer than 10 minutes, then there is room
for 5 minutes of discussion and questions from the audience.

5.3 Grading Criteria

After the audit has been done, the report and project must be handed in for
grading. See the Project drop-box in the course platform for deadlines. Note
that you are allowed to fix any problems discovered by the auditor before finally
handing in the report to the course examiner.

The following grading criteria will be used for grading the report:

E The theory section of the report correctly explains the risks in OWASP Top
10 [OWASP13]. The Web application is protected from these risks, with
few mistakes leading to vulnerabilities. The report fulfils the basic criteria
for format of the report above, and it explains the security solutions used
to protect the application.

D The criteria for grade E are met, but the ones for grade C are not fully met.
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C The same criteria as for grade E, and in addition: The code is well-written,
clear and well-documented. The report contains, in most cases, explana-
tions for why the selected security solutions are adequate. The overall
design is good, i.e. designed to be secure.

B The criteria for grade C are met, but the ones for grade A are not fully met.

A The same criteria as for grade C, and in addition: The report contains, for
all cases, explanations and solid arguments for why the selected security
solutions are adequate, and why they hold. There are no possible vulner-
abilities, not even minor ones which are not directly covered by OWASP
Top 10.
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