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1 Introduction

This guide contain the aim of this course together with a timetable and a complete list of the
reading instructions.

2 Timetable

See Table [1] on page [5] for a complete timetable for the course.

3 Aim of the course

After completing this course you will have:

e have a working installation of a linuxsystem running on your system,

e become familiar with the basic commands commonly used for basic usage.
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e the knowledge on how to customize your systems kernel.

e become familiar with upstart, init and boot scripts,
e the basic knowledge of administrating user accounts,
e the knowledge to partition and format new harddrives to your system,

e be able to set up storage backup on your system.

e become familiar with process handling, priorities and scheduling

e a good knowledge of how to logging works in a Unix-like system.

e have the knowledge of setting up and administrating different file sharing network services

e be able to correctly set up and administrate your own domain using BIND.

e have the knowledge to set up an SMTP server process,

e be able to set up the necessary security measures so that an email sent from your SMTP
server won’t be regarded as spam and cannot easily be used by spammers.

e know how to correctly set up your DNS to handle email and related mechanisms, and

e install and configure software for delivering emails using either POP3 or IMAP.

e have the knowledge of setting up an IPTables firewall, and

e have basic understanding of DNSSEC.

4 Reading assignments

This course use Nemeth et al. [19] as its primary course literature.

Laboratory assignment 0

Before starting this assignment you should have read chapters 1, 12.1, 12.5-12.7 12.10 in Nemeth
et al. [19]

Laboratory assignment 1

Before starting this assignment you should have read chapters 13.1-13.3, 13.7-13.9 in Nemeth
et al. [19]

Laboratory assignment 2

Before starting this assignment you should have read chapters 3.1-3.5, 3.7, 4, 6, 7 and 10 in
Nemeth et al. [19] after which you should read [1], [4], [2], [5], you can also use [3] as a reference
material



Laboratory assignment 3

Before starting this assignment you should have read chapters 5, 9, 11 and 29 in Nemeth et al.
[19]

Laboratory assignment 4

Before starting this assignment you should have read chapters 18, 19, 30.6, 17.1-17.10 in Nemeth
et al. [19] During the lab you will also need to consult the follwing documents [16], [20], [9],
[17], [15]

Laboratory assignment 5

Before starting this assignment you should have read chapter 20 and chapter 17 —”SPF records”
and "DKIM and ADSP records”, respectively, in Nemeth et al. [19]. During this laboratory
assignment you should also consult the following sites and documents: [13], [11], [10], [7], [8],
2], [14], [18].

Laboratory assignment 6

Before starting this assignment you should have read chapter 22 and chapter 17.13 in Nemeth
et al. [19). You should also read the Internet System Consortiums document about DNSSEC
and BIND [6].
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Table 1: Timetable based on course given at 50%.
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