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1 About

This course consists of two parts, the first part of the course is based upon
the CCNA – Introduction to Networks curriculum (commonly referred to as
CCNA1), and the second part of the course is based upon the CCNA – Routing
and Switching Essentials curriculum (commonly referred to as CCNA2). Sup-
plementary materials will also be given to keep the academic standard of the
course. See section 4 for an overview of how this course is aligned with the
CCNA curriculum.

Parts of the materials in the CCNA curriculum will not be included in the
course, however, if you plan to take the CCNA certification you must read the
entire CCNA curriculum.

Figure 1: Overview of the Network Technology courses aligned with the CCNA-
curriculum

1.1 Transitioning to CCNA7

As of 2020 CCNAv7 is out, however, the latest version of CCNA is a major
update from CCNAv6 in terms of structure. Three courses instead of four
courses, parts of the curriculum have been removed, other parts have been
added. Since this update happened this year, we have not been able to adapt
the course syllabus, and we therefore must continue with CCNAv6. However
there are some transitional paths to take, so that you still will be able to take
the CCNAv7 certificate after completing these two courses.

Once you have completed the last course in CCNAv6, I will enrol you in the 7
modules long CCNAv7 Bridging course.

1.2 Important notice regarding exams

Due to the current Covid-19 outbreak, we try to minimize the amount of exams
you need to take at the University. Hence only the web examinations (Final
exam for CCNA1 and CCNA2) should be taken under guard at your nearest
local study centre or University campus. The written exam (T102) will be given
as an home examination.
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2 Course Objectives

After finishing the course, the participants will know how to:

• Identify what protocol and what equipment that is situated in which layer
in the TCP/IP and OSI models.

• decide in which situations it is better to use a hub, a switch or a router,

• connect together switches and routers according to to a given network
design,

• configure switches and routers to support a specified list of protocols and
technologies,

• choose ip addresses and subnet masks,

• configure access lists to control access to the networking functions and
segments, as well as the network traffic in general, and

• verify whether the switches and routers provide the configured network
services and that protocols operate as expected according to a given net-
work specification.

2.1 Specific aims for assignments

After you have completed all the assignment in this course you will have shown
that you:

• have knowledge about the basic tools used for network troubleshooting.

• know how different configurations affect the network.

• have knowledge about what each layer do during a network establishment.

• have the knowledge about the different bandwidth meassurements.

• have the knowledge to setup and configure a network containing VLAN,
Routing Protocols, Access Control Lists, DHCP and NAT.

3 Reading instructions and prerequisites

Before starting laboratory assignment 1, yoy should have read the corresponding
chapters in the course literature.

Before starting laboratory assignment 2, you should first have finished reading
all the chapters in CCNA Routing and Switching Essentials.

4 Course outlines

The following section covers the outline of this course.
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4.1 Account at Cisco Network Academy

Shortly after the course starts you will receive an email containing the login
credentials for Cisco Network Academy. This email contains a temporary login
ID and password for Cisco Network Academy. As soon as you have received
this email, you must login and activate your account. If you have not received
an email within the first week of the course, notify your teacher immediately.

Once you have activated your account you will be enrolled in the class Intro-
duction to Networks.

All course literature in this course will be provided to you from Cisco Netspace
and through lectures and notes.

4.2 How to study

Every lecture given in this course is based on chapters from the CCNA cur-
riculum. To prepare yourself for the lectures, make sure to read the chapters
thoroughly at least once before the lecture. See section 8 to know what chap-
ters to read. Once you have read a chapter you should take the corresponding
chapter test to ensure that you have understood the chapter you just read. If
you do not pass the assessment test1, consult the personalized feedback that is
given to you after a completed test, for information about what parts you must
read again before you retake the test. The assessment tests will not affect your
final grade in this course.

This course contains a lot of materials to read, therefore make sure to follow
the timetable found in section 8.

After you have read all the chapters and passed the assessment tests, you will
get access to a practice final exam. This exam covers all the chapters and is
very similar to the final exams (Q104, Q204 – Final Exam).

You should have passed all the assessment tests and practice final exam before
taking the final exam.

You must always finish an assessment test if you have started it, otherwise it
will lock up and you won’t be able to retake it. Each assessment test can only
be taken five times, therefore make sure to practice before each test.

4.3 Examination

Each part of this course consists of a web based test and one laboratory assign-
ment. In the end of the course there will be one written exam that will cover
both parts of the course. This exam will be used for setting the final grade.

The Final Exams are the Web-based tests provided by Cisco, and corresponds
to the each CCNA-course. The written exam is provided by the University and
covers the entire course, including the extra material given through the lectures.

160% is considered a pass, however if you aim for a CCNA certification you should score
at least 75%

4



T
ab

le
1
:

E
x
a
m

in
a
ti

o
n

in
N

et
w

o
rk

T
ec

h
n

o
lo

g
y

A

L
a
d
o
k

E
x
a
m
in
a
ti
o
n

G
ra

d
e

C
re

d
it
s

C
o
m
m
e
n
t

Q
10

4
F

in
al

E
x
am

C
C

N
A

1
P

as
s

or
F

ai
l

0
.0

h
p

P
re

re
q
u

is
it

e
fo

r
st

a
rt

in
g

se
co

n
d

p
a
rt

o
f

th
e

co
u

rs
e

Q
20

4
F

in
al

E
x
am

C
C

N
A

2
P

as
s

or
F

ai
l

0
.0

h
p

T
10

2
W

ri
tt

en
E

x
am

A
,

B
,

C
,

D
,

E
,

F
x
,

F
6
.0

h
p

W
ri

tt
en

ex
a
m

co
ve

ri
n

g
fu

ll
co

u
rs

e.

L
10

2
A

ss
ig

n
m

en
t

L
1

–
L

ab
P

as
s

or
F

ai
l

1
.5

h
p

A
ss

ig
n

m
en

ts
fo

r
fu

ll
co

u
rs

e
A

ss
ig

n
m

en
t

L
2

–
L

ab
P

as
s

or
F

ai
l

5



See section 4.3 for an overview of all the assignments and exams in this course
and how they corresponds to the course syllabus and credits.

You cannot start the second part of this course before finishing the first part of
the course.

If you are taking this course off-campus, you need to book a seat at your nearest
learning centre (lärcentra) directly when the course starts for the Cisco provided
CCNA1 test (Q104)

4.3.1 Assignments and Labs

There will be scheduled tutoring time for each of the assignments given in this
course, if you have any problems with an assignment, use this tutoring session to
get help from the teachers, otherwise consult your classmates in the discussion
forum.

Before handing in an assignment or lab, make sure the following criteria is met.

• The assignment must be submitted in a passable state. A passable state
means that:

– The assignment is complete.

– All questions are answered and the answer is relevant to the question.
An answer that is just a rewrite of the question is not an answer!

– Proper references are given for all answers.

– Always show your calculations. item Motivate your answers.

• The assignment must be submitted in time.

• The assignment must be handed in as a PDF document.

• Submissions will be checked against Urkund for plagiarism. See section 7
for information about the consequences of cheating.

Failure to submit an assignment following the above criteria will result in an
F. Resubmissions or late submissions will be graded during the next grading
period, see section 6 for more information about this.

4.3.2 Taking the exam

You can take the exams on-campus or off-campus, if you chose to take the exam
off-campus, consult the following information for instructions:

Off-Campus Examination routines

Rutiner för tentamen p̊a annan ort
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The following rules applies for the exam.

• You must identify yourself with a valid ID-card.

• You are allowed to use your own laptop during the web-based exam.

• While taking the web-based exam you are only allowed to have a web
browser running with one tab open containing the exam, all other non-
essential applications must be closed.

• The exam must be guarded by an approved invigilator.

• You are allowed to use an english-swedish dictionary and a blank piece of
paper and a pen.

• No communication with anyone except the teacher or invigilator during
the exam.

• During the time of the exam, you are not allowed to leave the exam-room
the first hour. After that, once you leave the exam room you are no longer
allowed in (with the exception of bathroom break of course).

See section 7 for information about what will happen if any attempts of cheating
are discovered during the exam.

4.3.3 CCNA Final Exam Grading

The Web-based CCNA Final Exam is graded Pass or Fail. If you get more than
60%2.

This exam requires that you have Packet Tracer and Java installed on your
computer.

4.3.4 Written Exam Grading

To pass this exam, you must have shown sufficient knowledge in all of the
intended learning outcomes (ILO) that are covered by the exam. If one third
of the covered ILO’s is failed, you will get the grade Fx, this means that you
will, within two week from getting the exam result, get a chance to show that
you have sufficient knowledge in those ILOs that you failed on the exam. If the
complementary assignment given to you is passed, those ILO grade will be set
to grade E. If you fail more than one third of the ILO’s, you will get an F.

This can be expressed as following:

Let S be the set of ILOs covered on the exam. Let P be the set of ILO grades
that you passed on the exam. Then, if

|S| = |P | you passed the exam,

|S| > |P | ≥ 2
3 |S| you must complement, Fx,

otherwise you must retake the exam, F.

2If you aim to take the CCNA certification it is recommended that you score at least 75%
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The final grade of the course will be set based on the average grade of the ILO’s.
Each ILO grade will be given a weight shown in section 4.3.4.

Table 2: Weights given to grades

Grade Weight

F 0

Fx 1

E 2

D 3

C 4

B 5

A 6

If the passing criteria given in 4.3.4 has been met. Let the weight table usage
be defined as C(g) = wg . Where g is the grade, and w is the corresponding
weight. Let the set V contain the weight value of all the Passed ILO grades.

Then the final grade is set accordingly:

V = {vn | vn ∈ C (P)}
FinalGrade = C−1 (bV c)

The mean weight of the grades of each ILO is calculated. In the case the average
is a real number, the mean is rounded downwards to the closest integer. That
weight is then converted back to a grade, which will be set as final grade in the
course.

5 Course literature

The course literature will be available for free at Cisco Network Academy, how-
ever if you prefer to read the material in book form you can buy [1] for Intro-
duction to Networks and [2] for Routing and Switching Essentials.

6 What if I am not done in time?

Written assignments are graded twice during the course; first, at the latest
shortly after the deadline of the assignment; second, before the end of the course,
or shortly thereafter. After the course you are are offered one more attempt
within a year. This attempt will occur during the reexam week in April.

In total you have three chances for having your assignments graded over the
period of a year. After that you should come back the next time the course is
given.
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No tutoring is planned after the end of the course, i.e. after the last tutoring ses-
sion scheduled in the course schedule. If you are not done with your assignments
during the course and want to be guaranteed tutoring you have to reregister for
the next time the course is given. Reregistration is a lower priority class of
applicants for a course, all students applying for the course the first time have
higher priority — this includes students in reserve places too.

If you by the end of the course have a majority of the assignments left undone
you will have to reregister for the course the next time it is given. Whether you
have completed the majority of the assignments or not is up to the teacher to
decide. Talk to the teacher to see if you have to reregister or can just hand in
the missing assignments.

A final note, if you feel that you will not be done with the course on time, it is
better to stop the course at an early stage. If you register a break within three
weeks of the course start, you will be in the higher priority class of applicants
the next time you apply for the course. You can register such a break yourself
in the Student Portal. Please contact the Student Office for further information
regarding this early break from the course.

7 Reprimands

Any attempts of cheating during an exam, that is, using unauthorized aids dur-
ing the exam, will directly be reported to the disciplinary committee where you
will risk suspension from your studies for a predetermined time not exceeding 6
months.

If you talk during the exam you will be asked to abort the exam and come back
the next time the exam will be given.

By handing in an assignment you ensure that all the answers are written by
you only, or if it is group assignment, only are written by you together with
your group members. You are also responsible to make sure that there is no
plagiarism in that document.

When you make references and citations to other works, correct references must
be made, and in the case of citations, the cited text must be clearly marked.
If any part of the document is found to be plagiarized you will risk suspension
from your studies for a predetermined time, not exceeding 6 months, due to
disciplinary offence.

If it is a group assignment, all group members will risk to be held accountable for
the disciplinary offence if it is not clearly marked in the work who is responsible
for the plagiarized part.

If the assignment has been done in cooperation without explicit instructions in
the assignment that this is allowed, this will be regarded as a disciplinary offence
with risk of suspension for a predetermined time, not exceeding 6 months.
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8 Class schedule
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Table 3: Timetable based on course given at 50%.

Course week Schedule

1 Introduction lecture (Lenfra)

2 Lecture 1 – Introduction and protocols (Mageri)
Lecture 2 – Physical and Datalink layer (Mageri)

3 Lecture 3 – Network and Transport layer (Mageri)
Lecture 4 – IP-subnetting (Mageri)

4 Tutoring session – Laboratory Assignment L1 (Mageri)
Lecture 5 – (Mageri)
Deadline – Practice Final exam
Deadline – L1

5 Lecture 6 – Övning (Mageri)
Q104 Test (Dugga) Final Exam CCNA–1

6 Lecture 7 – Introduction to Routing (Lenfra)
Lecture 8 – Routing II (Lenfra)

7 Lecture 9 – Switched Networks (Lenfra)
Lecture 10 – VLANs(Lenfra)

8 Lecture 11 – ACL (lenfra)
Lecture 12 – DHCP and NAT (Lenfra)
Tutoring session – Laboratory assignment L2
Deadline Practice Final Exam
Deadline L2

9 Q204 Test (Dugga) Final exam CCNA–2
T102 Written Exam (Lenfra)

(10) Reexams
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