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1 Introduction
This laboratory exercise will cover the topic of intrusion detection systems
(IDS). An IDS monitors the activity of a system and alert the administra-
tor if any potential threats are detected. This laboratory work will focus on
host-based intrusion detection systems (HIDS), in particular OSSEC1.

2 Scope and Aim
After completion of this assignment you will

• Have an understanding for the functionality of a host-based intrusion de-
tection system.

• Be able to analyse functions of an intrusion detection system.

This laboratory assignment will cover the open source HIDS OSSEC.
∗This work is licensed under the Creative Commons Attribution-ShareAlike 3.0 Unported

license. To view a copy of this license, visit http://creativecommons.org/licenses/by-
sa/3.0/.

1URL: http://www.ossec.net/.
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3 Reading instructions
Before starting this assignment you should have first read chapter 10 “Bank-
ing and Book-keeping” in Security Engineering [1] followed by section 17.4 in
Computer Security [2]. Then you should read chapters 2-4 in OSSEC HIDS:
Host-based Intrusion Detection Guide [3–5], covering how OSSEC works.

4 Assignment
This section covers the work to be done and the next section covers how it will
be examined, and what to be done to pass.

Firstly you should install the OSSEC software. You can find it on URL

http://www.ossec.net/.

The installation procedure is documented both on the website and in [3], the
instructions on the Web are of course more up-to-date.

Once the system is installed and up-and-running, you should select one of
the features it was designed for, e.g. log analysis, real-time alerts, agentless
monitoring, file integrity checking, active respone, among other things. You will
now evaluate this feature and prepare a demonstration of it. This demonstration
should present at least the following:

• What is interesting about this feature?

• How you evaluated the feature.

• A demonstration of its use.

5 Examination
As you will prepare a demonstration, this will be presented for the class (check
the course schedule for the date of this presentation). You are required to have
some slides to present your selected feature and your evaluation, and then of
course the live demonstration. You should give your presentation (demonstra-
tion), it should be at most 15 minutes long.
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