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Symmetric Crypto
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Figure: An overview of symmetric crypto. Image: [Sta13].
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Key Distribution Centre (KDC)

Deliver a key k from A to B . By themselves or third party.
If A and B share a key k , generate a key k ′ and transmit it
using k : A → B : Ek(k

′).
Secure connection to third party C , C delivers key to A and B .
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Key Distribution Centre (KDC)

Session Key Temporary key used between A and B .
Permanent Key Key used to distribute session keys.
Key Distribution Centre The central entity with which permanent

keys are shared and by whom session keys are
generated.
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Authentication
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Figure: An overview of Kerberos. Image: [Sta13].
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Kerberos IV

Client

Client authentication

IDc || IDtgs || TS1

Tickettgs, server ID, and client authentication

IDv || Tickettgs || Authenticatorc

Shared key and ticket

E(Kc,tgs, [Kc,v || IDv || TS4 || Ticketv])

Ticketv and client authentication

Ticketv || Authenticatorc

Service granted

E(Kc,v, [TS5 + 1])

Shared key and ticket

E(Kc, [Kc,tgs || IDtgs || TS2 ||

Lifetime2 || Tickettgs])

Authentication

server (AS)

Ticket-granter

server (AS)

Service

provider

Figure: An overview of Kerberos IV authentication dialogue. Image:
[Sta13].
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Kerberos IV
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Figure: Kerberos IV authentication protocol. Image: [Sta13].
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Kerberos V
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Figure: Kerberos V authentication protocol. Image: [Sta13].
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Kerberos V
Environmental Differences

Encryption system dependence.
Internet protocol dependence.
Byte ordering.
Ticket lifetime.
Authentication forwarding.
Interrealm authentication.
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Kerberos V
Technical differences

Double encryption.
Propagating Cipher Block Chaining instead of CBC.
Session and subsession keys.
Password attacks.
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Asymmetric Crypto and Hash Functions
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Figure: An overview of asymmetric crypto. Image: [Sta13].
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Asymmetric Crypto and Hash Functions
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Figure: An overview of using hash functions for message integrity and
authentication. Image: [Sta13].

15



Symmetric Key Distribution Asymmetric Key Distribution Federated Identity Management References

Diffie–Hellman Key Exchange
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Figure: A schematic overview of the Diffie–Hellan Key Exchange
algorithm. Image: [Sta13].
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Diffie–Hellman Key Exchange
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Figure: Schematic overview of a Man-in-the-Middle Attack. Image:
[Sta13].
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Public-key Certificates
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Figure: An overview of use of public-key certificates. Image: [Sta13].
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Public-key Certificates
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Figure: An overview of X.509 certificate format. Image: [Sta13].
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Public-key Certificates
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Figure: An overview of the digital signature process. Image: [Sta13].
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Public-key Certificates
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Figure: The X.509 certificate hierarchy. Image: [Sta13].
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Figure: An overview of a generic identity management system. Image:
[Sta13].
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Identity Federation
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Figure: An overview of federated identity systems. Image: [Sta13].
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